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Abstract

Buffer overflow attacks have become more and more frequent with the advent of the Internet. The public exposure of network servers
and the increased popularity of the Internet, have increased dramatically attempts to hijack publicly available servers. The advent and
the increased popularity of Open Source also, while increasing the stability and the architecture of existing software through
cooperation, gave hackers the key to spot vulnerabilities and to exactly calculate frame addresses. Many famous packages like bind,
wu_ftp, apache and sendmail, just to keep the list short, have been subject of buffer overflow vulnerabilities. When running a public
Internet servers, it is always a good idea to harden your system using tools like stack execution protection, random binaries relocation
and so on. Those methods, while giving protection about remote exploits, are very poor when it comes to forensic analysis and
debugging of the attack. It is the purpose of this document to introduce a new method called Guarded Memory Move or, more shortly,
GMM.

Introduction

An increasing number of buffer overflow exploits is reported year after year with huge damages
reported by companies hit by hackers taking advantage of such vulnerabilities. The result of a
successful buffer overflow exploit is very serious, since it allows the attacker to run its own code on
the victim machine. Using this back-door, the attacker can inject its own binaries and libraries and, if
the attacker has been careful, no signs are given to the administrator about the exploit itself. The
machine will continue to run normally, with an exception. Malicious code will be sitting on the
exploited machine waiting for the attacker to trigger it. A number of tools are available to limit or
avoid damages related with a buffer overflow vulnerability. Those ranges from local and network
intrusion detection systems, up to stack protection user-space, kernel patches, gcc patches and user-
space libraries. While those tools can be very good in stopping or limiting the attack, they do nothing
in helping the administrator to solve the software problem and/or to report a thorough bug report to
the group responsible of the server development. The rea problem is that, when the anomaly is
caught, the application stack frame has already been permanently damaged and no information are
available for aforensic analysis of the problem. It is of vital importance to give to developers both a
valid stack trace and a good dump of functions parameters and local variables, since they reveal two
crucia information. First, they spot where the problem is in the source code by allowing them to
concentrate their focus on alimited portion of the whole listing. When dealing with applications made
by hundreds of thousands of lines of code, this is always an appreciated hint by developers. Second, it
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reveals the data used by the attacker to exploit the source. Many times, even when a precise location
in the source code is spotted, the data/conditions that make the algorithm to fail might not be clear.
This especially when the algorithm is not trivial and has many data dependencies. It is in this scenario
that GMM comes into play, by giving precious information to study and resolve/report the
vulnerability.

Anatomy Of A Buffer Overflow Exploit

A buffer overflow exploit born from a programming error in the target application source code.
Languages like, for example, C are more subject to those kind of errors compared to more high level
languages like Java, Perl, Tcl/Tk, Python, BASIC, etc... Even more experienced C programmers are
not free from committing such errors, especially when dealing with the development of huge numbers
of lines of code in a limited period of time. The direct access to the process memory that the standard
C API allows, gives the developer both power and increased sources of errors that lead to buffer
overflows. The advent and the steady growth of the Open Source community also, while giving to
end users an increased and more advanced number of softwares, allows a malicious hacker to directly
spot the possible source of buffer overflows by directly reading the application code. Once a C
application is built, the resulting binary code is stored inside a system specific executable file, that in
case of Linux (and many Unixes) is the ELF file format. The C compiler and the linker work together
in building the resulting ELF file, that is composed by different sections. Without going any deeper,
we can say that at least a data section (.data and .bss) and code section (.text) are present inside the
ELF file. When the operation system is required to load the ELF file, it creates virtual memory
regions according to values stored inside the executable file, and maps ELF file sections onto the
created memory regions. One of the information contained inside an executable file, is the address of
the first CPU instruction that should receive the control of the application once the OS has completed
the load operation. All CPUs have a special register typically called IP (Instruction Pointer), that the
operating system will set to the virtual memory address contained inside the executable file. But
before giving control to the application binary code, another virtual memory segment must be created
by the operating system. To keep track of the function call chain and to allow re-entrance, CPUs have
(or offer the capability of) a stack register, typically called SP (Stack Pointer). Such register points to
a special memory region called program stack. It is here that function local variables are allocated,
and it is also here that the CPU saves the return address where requested to branch to another
function, together with parameters needed by the called function itself. It is the CPU stack
manipulation though over-run buffers, that gives the attacker the ability to inject and execute its own
malicious code. Let's examine a simple application like:

int do_overflow(char *str) {
char buf[32];

strepy(buf, str);
return strlen(buf);

void run_test(char *str) {
int res;
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11.  res = do_overflow(str);
12.)

13.

14. int main(int ac, char **av) {
15.

16.  run_test(av[1]);

17. return O;

18.)

This application does basically nothing but gives the user the ability to over-run the application stack
by passing an over sized parameter. From an application point of view, the first instruction that will
be executed will be the first instruction of the main() function [']. Let's see how the stack frame looks
like (supposing a stack growing towards lower addresses) right before the call to strepy():

A av

ac

: Stack
Fligher OS5 RA Growth

Addresses 0OS FP

av[1]
main RA
main FP
res
str
run test RA
run test FP

Direction

buf

\J

1 This is not true in reality since other functions like constructors and library initialization functions take
the control before main() executes.
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The first two parameterghat appearon the top of the stack (ac and av) are pushedin by the
library/OS initialization code.When the library/OS calls main(), the CPU pusheson the stackthe
returnaddresghat pointsto the next CPU instructionfollowing the call to the main() function (OS
RA). Whenmain() entersthefirst thing it doesis to savethe currentframe pointer(FP),thathappens
to be the library/OS one (OS FP). Having to call the run_test() function, that requiresa string
parameterthe contentof the av/1] variableis pushedinto the stack (av/1]). The following call to
run_test() will make the CPU to savethe addressof the CPU instruction following the call to
run_test() into the stack (main RA). The run_test() function will startby savingthe currentframe
pointerinto the stack(main FP), andthenwill allocatespacefor the res variableby subtractingthe
sizeof the res variableitself from the currentstackpointer (SP). The next call to do_overflow() will
requirerun_test() to pushthe contentof the szr variableinto the stack.As aconsequencef thecall to
do_overflow(), the CPU will savethe pointer to the next CPU instruction following the call to
do_overflow() into the stack(run_testRA). On entry,thedo_overflow() functionwill pushthe current
frame pointer (run_testFP) into the stackandwill allocatespacefor the buf variableby subtracting
the size of buf (32 bytes in this case) from the current stack pointer (SP). At this point the stack layout
will look like the onedescribedn the pictureabove.The nextcall to strepy() is supposedo copythe
contentof the string str to the locally allocatedbuffer buf. If the lengthof st is lessthanthe size of
buf (32 bytesin this case)the contentis copiedand on exit from do_overflow(), the spaceallocated
for the local variables(buf in this case) is deallocatedy addingto the stackpointerthe total size of
the allocatedvariables(32 bytesin our example) the previousframe pointer (run_test-P) is popped
from the stackand the following CPU'sRET instructionwill causethe CPU itself to pop the next
word in the top of the stack (run_testRA) into the CPU's instruction pointer (IP). From here,
everythingunwind nicely and the applicationterminatesin a cleanway. But what happensf the
length of str is greaterthat the size of buf? The following datastoredafter the buf array are the
previousfunction framepointer(run_test~P) andthe previousfunction returnaddresgrun_testRA).
By over-writing the previousfunction returnaddressvith randomdata,will makethe CPU to popa
likely badaddresd$rom the stackandto jump overthataddresgo fetchthenextinstruction.But what
happensf thecontentof the over-writtendatais not random2Whathappensf someoneknowingthe
programmingerror living insidethe software,try to inject carefully crafteddatainto the application
stackWell, asyou haveprobablyguessedit is possiblein this scenariao alterthereturnaddresgo
makeit point to a locationon the stackandto inject theremaliciouscodeinto the application.But
how and how difficult is to performsucha task?It is fairly simpleindeedanddoesnot requireany
special genius like many think. There are different techniquesto do this and all lead into the
calculationof the valueto over-writethereturnaddressvith. With onetechniquethe calculatedvalue
will be suchthatwill makethe CPUto directly jumpinto theinjectedcode.The otheronewill make
theinjectedreturnaddresgo point to a specialinstruction(jump to the addresscontainednsidethe
SP register) containedin the virtual memory spaceof the application,that will makethe CPU to
indirectly jump into the injected code. After the exploit and before the CPU will executethe
following RET instruction, this is how the stack frame will look like:
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Existing Solutions Analysis

| will startby sayingthatmany CPUshave,amongthe protectionbits of their pagetableentries,the
executionflag (EXEC) that allow the OS to carefully clear suchflag for virtual memoryregions
allocatedor thestack.It happenshough,thatdesignchoicesmadeby user-spacébrariesrequirethe
stackto be executableébecausehey useit for things like trampolines,etc... Having an executable
stackopensthe door to buffer overflow exploits,andrequirecareaboutapplicationthat aredirectly
exposedo the Internet(or any non-trustednetwork). One classof solutionsavailableto the system
administratorare the usageof specific OS specific patches like the exec_shield[3]patchfor the
Linux OS. Other solutions like StackGuard[4]and StackShield[5]work by patching GCCJ[6] to
performadditionalchecksat the entry andexit from every calledfunction. Oncerecompiledwith the
speciallycraftedGCC copy,applicationsareableto catchbuffer overflowstrying to over-writereturn
addressesind are able to trigger a segmentatiorfault before the injected code is executedby the
following CPUGRET instruction. Both StackGuardand StackShieldare availablefor the Intel x86
CPUfamily only atthe currenttime. Anothersolutionmoresimilarto GMM s LibSafe[7]. It works
like GMM by usingthe LD_PRELOAD environmentvariableto insertitself beforeGLIBC[8] in the
dynamiclinking resolution.It is thenableto executeprologueand epiloguecodebeforeandafterthe
core GLIBC functionis invoked. The returnaddresss savedinto a non-exploitablenemoryregion
beforethe call to thecoreGLIBC functionandit is usedon thereturnpathto verify the correctnessf
the one presentafter the core GLIBC function returns. If they differ, different actions can be
performed from sendingemails,to logging with syslog,to printingwarningson stderr.LibSafeat the
currentstage doesnot coverfunctionsthatlet the userspecifythe byte countwhencopyingdata,and
this canarisethe exposureo possibleintegeroverflowsin thesize calculation thatcanin turn make
the operationto be buffer overflow prone.Sinceattackerglo haveto guessaddressnformationfrom
the targetmachine,the usageof tools like Prelink[9] can also greatly help in hardeningpublicly
exposedmachinesfrom buffer overflow attacks. Prelink works by randomly generatemapping
addressefor existing libraries and applications,so that it is almostimpossiblefor the attackerto
guessvirtual memoryaddresseasedin the targetmachine While eachof the abovesolutionsenable
theadministratorto block buffer overflowsfrom happeningnoneof themenablea forensicanalysis
of the exploit. And this is due a very basicreasonthe contentof the stackis alreadycompromised
whenthe anomalyis detectedThis meanghat stacktrace,functionparameterandlocal variablesare
no more inspect able by the examiner. This is the main reason that drove the develof@hvit. of

GMM Implementation

During the ELF executabldile loading,a specialsectionof the ELF file is examinedto extractthe
dynamic loader for the current file. With modern Linux-GLIBC systemsthis is usually /lib/ld-
linux.so.2. During the dynamic symbol resolution phase, the content of the LD_PRELOAD
environmenvwariableis inspectedo seeif anylibrary is requiredto be pre-loadedeforethe dynamic
linking begins.Using this techniqueGMM is ableto insertitself beforethe GLIBC library loading
andit is thenableto replacecertainparticularfunctionswith its own copy of the ones.Thelist of the
interceptedfunctionsinclude strepy(), gets(), fscanf(), sscanf(), and many other that the readercan
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verify inside the GMM sourcepackage[10].The GMM userscan extendthe list of intercepted
functionsby usingthe WRAP macrosdefinedin gmm.hto addwrappergo gmm.c It is alsopossible
for the user,to use GMM wrappermacrosto shield his own applicationfunctionsby expanding
GMM usageto every pieceof codethat hasbeenhit by overflows. What the GMM wrappercode
doesis fairly simple.It savesa chunkof stacklocatedright abovethe monitoredfunction frameand
thechaincomposedy the previousthreereturnaddressesnto a privatearea.Thenthe corefunction
(GLIBC or applicationone)is calledwith the properparameterswhenthe corefunctionreturns,the
previouschain of return addressess comparedwith the savedone. If they match,the intercepted
functionreturnsnormally andthe applicationwill continueto run withoutinterruptionsIf the GMM
wrappercodewill insteaddetecta mis-matchingbetweenthe savedcontextand the currentone,an
exceptionahandlingis performed.First of all, the previously savedstackchunkis copiedbackin
place by hence restoring the full application stack frame. Then, if the environmentvariable
GMM_FAULT_EXECis set,the GMM fault handlercodewill executethe binary storedin such
environmentvariable, by waiting the child processto terminatebeforegoing to executean invalid
instructionthatwill causea segmentatioriault followed by a coredump. The GMM core codeuses
GCC extensionfunctions__ builtin_return_address@nd__ builtin_frame_address(}o retrievethe
previousreturnaddresseandframeaddresses asystemindependentvay. This makesthe solution
to be GCC dependentby this is considered non-problemgiven the widespreadacceptancef GCC
in the OpenSourcecommunity. GMM doesnot require existing applicationsto be re-compiledto
work, evenif the condition of havingbuilt the softwareusing frame pointersis neededoy GMM .
Thisis usuallynota problemsinceit is the GCC default,andthe userhasto specificallydisablethem
by usingthe -fomit-frame-pointetGCC option. It can be also usefulto build the applicationusing
debug informationdcc -9, to be able to better decode core dumps generatéd/thy. To show how
GMM helpsin the forensicanalysisof a vulnerablesoftware the abovelisted sampleapplicationis
faulted with and without the GMM interception,and resultscoming from a GDBJ[11] dump are
compared. This is the output generated by GDB vibiM is not in the loop:

[davide@bigblue test]$ gdb -c core.14600 gmm-test

GNU gdb Red Hat Linux (5.3post-0.20021129.18rh)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.

Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux-gnu"...

Core was generated by "./gmm-test
uiyueiwyeowyreoywoeywoewoyrowuruowyeouwyeoqwyeowyeoyruowuoewueywewou'.
Program terminated with signal 11, Segmentation fault.

Reading symbols from /lib/libc.s0.6...done.

Loaded symbols for /lib/libc.so0.6

Reading symbols from /lib/Id-linux.so.2...done.

Loaded symbols for /lib/ld-linux.so0.2

#0 0x776f6579 in ?? ()

(gdb) bt

#0 0x776f6579 in ?? ()

Cannot access memory at address 0x77716f65

(gdb)
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As you can easily guess, the stack has been completely wiped out and both the back trace and the
parameters inspection is impossible. This is definitely not good since it does not offer any ground for
asane forensic analysis. The above case is a case where there was not exploit, but instead there was a
simple non-malicious buffer overflow. In case of an exploit, things are not much different since the
content of the frame is completely over-written by the injected code. Now let' see how the stack
frame looks like when GMM isin the loop and isintercepting the required function:

[davide@bigblue test]$ gdb -c core.14604 gmm-test

GNU gdb Red Hat Linux (5.3post-0.20021129.18rh)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB.

Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux-gnu"...

Core was generated by "./gmm-test
uiyueiwyeowyreoywoeywoewoyrowuruowyeouwyeogwyeowyeoyruowuoewueywewou'.
Program terminated with signal 11, Segmentation fault.

Reading symbols from ../gmm/.libs/libgmm.so...done.

Loaded symbols for ../gmm/.libs/libgmm.so

Reading symbols from /lib/libc.s0.6...done.

Loaded symbols for /lib/libc.so0.6

Reading symbols from /lib/libdl.s0.2...done.

Loaded symbols for /lib/libdl.so0.2

Reading symbols from /lib/Id-linux.so.2...done.

Loaded symbols for /lib/ld-linux.s0.2

#0 0x400185d4 in sprintf (str=0xbffff840 "AA", fmt=0x8048464 "%s") at gmm.c:243
243 WRAP_VFUNCTION(int, sprintf, (char *str, const char *fmt, ...), fmt, (str, fmt, args))
(gdb) bt

#0 0x400185d4 in sprintf (str=0xbffff840 "AA", fmt=0x8048464 "%s") at gmm.c:243

#1 0x08048376 in do_overflow (str=0xbffffad4
"uiyueiwyeowyreoywoeywoewoyrowuruowyeouwyeogqwyeowyeoyruowuoewueywewouew") at gmm-test.c:33
#2 0x08048396 in run_test (str=0xbffffad4
"Uiyueiwyeowyreoywoeywoewoyrowuruowyeouwyeogwyeowyeoyruowuoewueywewouew") at gmm-test.c:41
#3 0x080483b3 in main (argc=2, argv=0x390d) at gmm-test.c:51

#4 0x40043ab7 in __libc_start_main () from /lib/libc.so.6

(gdb)

Thislooks alot better, isn' tt? The full frame information are available for afull forensic analysis and
for a thorough report to be compiled. Not only the back trace, the function parameters and the local
variables are available, but also the data used by the attacker is inspect able. Many times indeed, even
knowing the exact location of the faulting code, does not alow the developer to understand where the
code itself can be broken. And having the data that triggers the fault is of vital importance for
debugging the application.
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Using And Extending GMM

Like it has been specified in the previous chapter, GMM uses the LD_PRELOAD capability of the
GLIBC loader to insert itself between the application and the GLIBC library. For example, suppose
your application named gmm_target is an Internet server and it is experiencing weird crashes, or more
in general, application or system logs reveal something strange about the application itself. To use
GMM you first have to build it on your system by downloading the source package from the GMM
home page. A typical build and install procedure goes like:

$ Jconfigure —prefix=/usr
$ make
3 su

# make install

The above sequence of commands will build and install GMM libraries and include files. To use
GMM vyou have now to add the path of its shared library inside the LD_PRELOAD environment
variable. This can be done either by setting it inside the server start/stop script by doing:

export LD_PRELOAD=/usr/lib/libgmm.so:$ LD_PRELOAD
Or by specifying it in the same command line used to run the application:
8 LD_PRELOAD=/ust/lib/libgmm.so:$ LD_PRELOAD gmm_target ...

If the GMM interception layer will find something that will overwrite stack frame return addresses, a
segmentation fault will be triggered after the saved stack frame is restored. The resulting core file will
have all the information needed to successfully debug the target application. Call trace, function
parameters and local variables are preserved by the GMM interception layer. In case the core file will
end up having a corrupted stack frame, it will usually report the name of the function where the fault
(not controlled by GMM) happened because of a bad return address injected by the attacker. This is
likely the name of a function that is not intercepted by GMM, and you would need to add such
function to the GMM monitor. This can be achieved in two different ways depending on the fact that
the faulting function is inside GLIBC (or any dynamic library linked by gmm_target) or inside the
gmm_target source code itself. In case the faulting function resides inside GLIBC or any dynamically
loaded shared library, you will need to edit the gmm.c file of the GMM source distribution to wrap the
function with macros defined inside the gmm.h include file. In case the function is instead defined
inside the gmm_target application itself, you need to wrap your function with one of the macros
defined inside gmm.h. Suppose a function “int do_this(char *str)” that needs to be wrapped with
GMM code. The following changes should be applied to the gmm_targer source code. First, the
existing function should be renamed to “int do_this_gmm(char *str)”. Then, the GMM wrapper
macro should be used to define the new instrumented function like:

WRAP_USER_FUNCTION(int, do_this, (char *str), (str))

The gmm_target application should then be rebuilt and it should be run again using the GMM
monitor. When GMM intercept an attempt to over-write the return address that is stored on the stack
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frame, it will generate e segmentation fault, after having restored the original frame. It is possible to
make GMM to perform extra actions upon buffer overflow detection. By defining the environment
variable GMM_FAULT_EXEC, it is possible to ask GMM to execute the binary whose path is stored
inside such variable before going to generate the segmentation fault. Only one parameter will be
passed to the external binary, and this is the process ID (PID) of the faulting task. The GMM fault
code will do awaitpid() on the child process, so the segmentation fault will not be triggered until the
executed process will terminate. The external binary execution feature can be used to perform the
more disparate tasks. From sending a notification message to some administrative email address, to
running a debugger by attaching the faulting process.

Software
GMM isreleased under GPL license[12] and the full sourceis available inside its home page at:

http://www.xmailserver.org/gmm.html

Conclusion

GMM born from a need of the author to inspect a suspect buffer overflow vulnerability inside an
existing Open Source application. While existing methods were able to detect and stop the possible
malicious code, forensic analysis was impossible due stack frame corruption generated by the buffer
overflow. GMM helped a lot in finding that, in this particular case, there was no exploit being
attempted but it was simply a bug triggered by some special data. All software engineers and system
administrators dealing with the debug of faulting applications due possible buffer overflow exploits,
will find in GMM a precious inspection tool.
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